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Who am|?

Founder of MoonSols SARL, based in France

Various security services, Forensics Products, Trainings, Kernel
code consulting

Co-Organizer of Hackito Ergo Sum (April 2011, Paris — France)
Author of

SandMan (Windows Hibernation File)

Win32/64dd (Windows Memory Acquisition)

Mac OS X Physical Memory Analysis Research

MoonSols Windows Memory Toolkit

LiveCloudKd

http://msdn.moonsols.com (Online resource for undocumented
structure definition)

BlackHat, PacSec, CanSecWest etc. speakers.



http://msdn.moonsols.com/

This is NOT about

New vulnerabilities
Odays
About guest to host escalation

— It’s more about host to guest descalation

Free beers
Hot chicks



This IS about

A Tool
— Hyper-V
— VMWare

Using physical memory of virtual machine as
interface

Offensive / Defensive / Offensics / Forensics /
Rootkits / Utilities /

MoonSols LiveCloudKd



Who ?

— Kernel developers

— Kernel troubleshooters
— Bug hunter

— Investigator

— Forensic Expert

— Malware Analyst

— Incident Responder



Why

* Your physical memory in a nutshell
— Debugger
— Read / Write access ?

* New generation of Rootkits



Remember when folks got excited about Ring -
1 Rootkit (BluePill, Vitriol, ...) ?



Same same, but different

Taking over the existing Hypervisor

The physical memory




Virtualization

* Since virtualization is widely used for servers.

* Most of Hypervisors do have an “pause”/
“suspend” feature of the state of the virtual
machine.

— State is saved and/or maintained on disk.
— E.g. .vmem file with VMWare Workstation
— E.g. .bin file with Microsoft Hyper-V



Physical Memory Mapping

0.00 GB
BIOS reserved

4096 B

RAM

Device Memory (MMIO)

6.00 GB
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; _— - " : (=]
WYindowshsystem32icmd.exe - winbddd.exe fd /ff DADumps\Windows\Crashhwin 2008r2.dmp _— I—l

‘ I:\MoonSolsyProducts>whoami
win-usqpnaksE8fbimsuiche

I:\MoonSols\Products>wingddd.exe fd /¥ D:\Dumps‘\Windows\Crash\win2@a&r2.dmp

| InMoonSols\Productshwinbddd.e

wingddd - 1.3.1.20188485 - (Professional Edition - Single User Licence)
Kernel land physical memory acquisition

Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.net>
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com>

Name Value

File type: Microsoft memory crash dump file
Acquisition method: PFN Mapping

Content: Memory manager physical memory block
Destination path: D:Dumps'Windows\Crash\win2@a&r2 .dmp
0.5. Version: Microsoft Windows Server 2888 R2 Server Enterprise, 64-bit (build 76@8)
Computer name: WIN-USQPNEKSBFE

Physical memory in use: 37%

Physical memory size: 4858624 Kb ( 3955 Mb)

Physical memory available: 2536644 Kb ( 2477 Mb)

Paging file size: 8899348 Kb ( 79839 Mb)

Paging file available: 6181984 Kb ( 6837 Mb)

Virtual memory size: 8580934454 Kb (8388687 Mb)

Virtual memory available: 8589886084 Kb (8388568 Mb)

Extented memory available: B Kb ( @ Mb)

Physical page size: 4896 bytes

Minimum physical address: 8x2800000000001000
Maximum physical address: 8x2000000137FFFo0e

Address space size: 5234491392 bytes (5111388 Kb)

--» Are you sure you want to continue? [y/n] v

Acquisition started at: [2/6/20818 (DD/MM/YYYY) B:47:12 (UTC)]
Processing....Done.

Acquisition finished at: [2818-86-82 (YYYY-MM-DD) 8:48:13 (UTC)]
Time elapsed: 1:88 minutes:seconds (68 secs)

Created file size: 4147847168 bytes ( 3955 Mb)
NtStatus (troubleshooting): Bx00000000

Total of written pages: 1812658

Total of inacessible pages: a

Total of accessible pages: 1812658




D:\MoonSols\Products\Windows Memaory Toolkit\Professionalwin32dd.exe

wind2dd — 1.3.1.200180485 — (Professional Edition — Single User Licence?>
Kernel land physical memory acguisition

Copyright <G> 2087 - 2818, Matthieu Swuiche <http:-wmm.msuiche.net>
Copyright <C> 2808? — 2818, MoonSols <http: /s uvuwu_moonsols.com>

omputer MWame: BHPP

#1 Do you want to acguire physical memory of thisz local computer 7
-y Yes <default?
- n Mo
— a Abort
[y/nfal {default: Yeszl uy

What kind of memory dump you want to produce 7
— 1 Raw memory dump <{default?}

— 2 HMHicrosoft crash domp

— a Abort

[172-a] <default: Rauw> 2

Do pou want to wuse an hazh algorithm during the memory dump generation ?
1 Mone

2 MDS ({defaultl

3 ZHAl

4 ZHAZ25G

- a Ahort

[1-2/3/47a]1 (default: MDL>» 3

What action do wvou plan to do ?

— 1 Acguire the memory dump on a diszk (With a string path to a local HDD,
a USB stick, a SMB share, ..» {defaultl

— 2 S5end the memory dump over the network <IFP address or Hostname?

— a Abort

[1/2-a] <default: Storage Disk. SMB> 1

#5% Destination path: magic.dmp




Microsoft Full Crash Dump

0x1000 bytes on
32-bits system.

Microsoft Crash
Dump Header

0x2000 bytes on
64-bits system.
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Virtualization

 Bin2dmp

— The Professional Edition can work with running
VMWare Workstation Virtual Machine on vmem
files.

e MoonSols LiveCloudKd

— Works with Microsoft Hyper-V R2 Virtual
Machines.



Virtual Machine Interface

* Physical Memory
* VMWare Workstation

— .vmem files (raw mapping)

* Microsoft Hyper-V
— VM Infrastructure Driver (Vid.sys)

. o~
b |
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* Hypervisor APIs has APIs to
— Write Memory

— Modify the processor state
* EIP/RIP registers.

* Half-documented kernel functions (winhv.sys)
Hypervisor C-Language Functions

http://msdn.microsoft.com/en-us/library/ff543229%28VS.85%29.aspx

But mentioned functions do not exist ... And there is no library
in the WDK. (Create your own winhv.lib)

HvWriteGpa -> WinHvWriteGpa Vid.h VidDefs.h (Singularity
Version — Google it)

Not in the WDK — Interface for vid.sys
It looks like an intern copied the wrong files ©



http://msdn.microsoft.com/en-us/library/ff543229(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ff543229(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ff543229(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ff543229(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ff543229(VS.85).aspx

+WX

* Administrator rights access required on the
Microsoft Hyper-V hypervisor, to use these
APls.

— Not with vmem file (SHARE_READ)



LiveCloudkd - Matthieu Suiche (msuiche) from MoonSols SARL - www.moonsaols.com = [ =

LiveCloudKd - 1.8_201068813

Microzoft Hyper—U Uirtwual Machine Live Kernel Debugger
Microzoft Hyper—U Uirtwual Machine Physical Memory Dumper
Copyright <G> 2818, MoonSols SARL <http: A wm.moonzols.com>
Copyright <C» 2813, Matthieu Suiche

All rights reserved.

UVirtwual HMHachines:
—2» [B] Windows 7 xb64d
—>» [1]1 Windows XP SP3

Pleaze select the ID of the virtual machine vou want to play with
I |
You selected the following virtual machine - Windows ®P S5P3

Action List:
—>» [A] Live kernel debugger
—>» [1] Linear physical memory dump
—>» [2]1 Microsoft crazsh memory dump

Please select the Action ID
> A

icrosoft (R} Windowz Debugger Uerzion 6.12.0082.633 AMDE4
opyright (c? Microsoft Corporation. All r»ights reserved.

oading Dump File [C:“\Windows“hudd.dmpl
ernel Complete Dump File: Full address space is availahbhle

omment: ‘Hyper—U Memory Dump. <c? 28168 MoonSols SARL <http:- A vwwuw_moonsols.com>’
Symbhol search path is: spusc:isSymbols+=*http:-/smsdl.microsoft.com/downloadssuymbhols

Executabhle search path is:
indows XP Kernel Uersion 2688 <(Service Pack 3> UP Free x86 compatible
Product: WinWt, suite: TerminalSerwver SinglelserTS
Built by: 26B8.xpsp.@86413-2111
achine Mame:
Kernel base = Bx884d7800 PzLoadedModulelLiszt = Bx80553fcH
Debugy zession time: Sun Aug 22 28:56:14.864 2018 <UTC + 2:-088>
System Uptime:- B days B:80:83._6087
Loading Kernel Symbols

Loading User Sumbols

L ) II




LiveCloudKd

 Works for Hyper-V Hypervisor and VMWare
— Make possible to crash dump analyze VM
— No debug mode required

— Can also create either a raw or a Microsoft
memory crash dump.

— Windbg/Kd Write commands (eb/ed/e*) works!

* In other words you can modify the guest memory if you
want.

— LiveKd 5 update (Hyper-V Only, Read Access only)



User Interface

Parent Partition
(Host Machine)

Information (Processes, ...)

VirtualMemory (HIBR, DMP, ..)

MoonSols DLL

VM 1 VM 2
Physical Memory Physical Memory

VM 0
Physical Memory

VM n
Physical Memory

® Mo



| CA\Program Files\Debugging Tools for Windows (x64)\hvkdbg.exe

PROCESS fffffaBAA157ha?i
Sessionld: @ Cid: A7d4 Peh: MIfffd8AAA ParentCid: A2808
DirBase: A7f57888 ObjectTable: fffff8al@184ebh5d HandleCount: 5%6.
Image: Searchlindexer.exe

PROCESS fffffaBABAYaaa’d
Sessionld: 1 CGid: AbSed Feh: 7fffffddABA ParentCid: BA280
DirBasze: 1131bBAA OhjectTabhle: fffff8adf@lacibhold HandleCount: 138.
Image: taskhost.exe

Bin

ysterma2\ocmd.exe

=

Microsoft Windows [Uersion 6.1.%
Cupyrlght Cc>» 200? Microsoft Cor PROCESS ffEfFFfaliifesd?bha
Sesszionld: 1 Cid: 8674 Peh: MffffdifBA ParentCid: @354

C:NsUsersiblop>uwhoani DirBase: 12081888 ObjectTable: fffff8affida4cBd HandleCount: 6.
hlop-pcihblop Image : dwm.exe
Géxuszﬁs\b%u£>whgﬂmi PROCESS fffffa8000e75600

\grt authority’systen Sessionld: 1 Cid: B318 Peh: 7fffffdcAA@ ParentCid: B6d4

DirBaze: 1213cBAA ObjectTable: fffff8a00BFf2f828 HandleCount: 7A9?.
Image: explorer.exe

PROCESS fffffaBABAedcB6ol
Sessionld: 1 Cid: BA5dc Peh: MIfffdfa@A@ ParentCid: A318
DirBase: 11c54888 ObjectTable: fffff8a00@47h3al HandleGCount: 28.
Image: cmd.exe

PROCESS fffffaBABBL2a%20
Sessionld: 1 CGid: 8438 Peh: 7fffffddAAA ParentCid: BAlal
DirBasze: 13c3d?888 OhbhjectTahbhle: fFFfff8aA80@42d648 HandleCount: 58.
Image: conhost.exe

kd> dt nt?_ EPROCESS fffffal@Ai825848 Token
+Ax208 Token :@ _EX_FAST_REF

kd> dg fffffalBA1825840+208

fEfffa8A'A1825248 fff{f8afl’ AA442047 AARORAAAA ' ARO16 482
NEFFFFFaBA™A1825258 APARPRRAA " ARARRARA ARRRARAA " ARARRAAA
fIfffa8A'A1825268 AAPARORAA’ ARARRRAAA PAARBRAAAR ' ARARAAAA
FEFFFaBA'A1825278 OOOOOOOA ' ARRRRRAR ARRRRAGA " ARARARAA
fIfffa8A'A1825288 AAPARORAA’ ARARAA43 ARRBRAAAR ' ARARAAAA
FEFFFaBA'A1825298 OODOOOOA ' ARRRDARA ARRRRARA " ARRRARAA
fIfffa8A'A18252a8 fffffBal’BAA4414aA AARAARAAA " 47hc AABA
FFFFFaBA*A18252h8 OAOAAARA"82ddh3ac ARARARAA " ARARAAAA
K> Ot ntT_EBEA_FHGoL_HEF 1iiiiadWuvilssomintins

Cisllzersshlop>

+AxA88 Object : Bxfffff8al AA442A47 Uoid
+BxABA RefCnt : AyAiilil
+BxB88 Ualue : Bxfffff8al’ AA442A47

kd> dt nt? EX_FAST_REF fffffal@lledcB6OA+208
+Ax@B8A Object ! Bxfffff8a@ Aic4?@66 Uoid
+BxABA RefCnt : AyAllA
+BxA08 Value : Bxfffff8al’ Alc4?0A66

kd> eq fEFfffaBBABPe4cB6A+208 BAxfffffBal’ AR442047

kd> dt nt?_ER_FAST_REF fffffalAffAed4cA6A+2088
+AxAB8A Ohject Bxfffff8aA" AA442847 Uoid
+AxA@@ RefCnt AyA111



P

Actions
Virtual Machines
- WIN-L
MName State CPU Usage Cument Memory  Memorny A N
S Windows 7x64 Runining 0% 512 MB
2 Windows /=86 Rurning % 512 MB ey Im
2 Windows XP 5P3 Rurning % 512 MB | Hy
Il Y i
B VMExp = | B &

® Moon

FTTNEE Y] Windows XP SP2 Windows 7 186

System
SIME5.ENE
CErss.ex8
wininit.exe

C5r55.eNe

winlogon.exe

SEMVICES.BXE
|zass.exe
l=m.exe
svchost.exe

sychost.exe




Evil Virtual
Machine
Manager

Code injection Code injection Code injection
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Conclusion

* Be lazy, be efficient.

* Forensic based research of memory analysis
can be now used for a lot of things.



Twitter: MoonSols or msuiche
Email: msuiche@moonsols.com
Web: http://www.moonsols.com

Download LiveCloudKd @ www.moonsols.com

QUESTIONS ?

® Moon



